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Figure 2. Number of nodes in the sample Ns(!) , obtained by snowball sampling,
as a function of extraction distance ! for several choices of the source node (solid
lines) and their average (dashed line).

Figure 3. A sample of the network, showing the source (orange square at the
centre) node from which sampling was started, the bulk nodes (+), and surface
nodes (◦). For surface nodes, which clearly are in the majority, only some of their
nearest neighbours are visible in the sample, while the rest are outside the sample.
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(86%) during this special study interval, using an interview
period that was at least twice as long (180 days). Both compo-
nent distribution and non-cyclic linear structure were similar
during this interval to that of the four year period. The only
notable difference was a substantial shift in the dyad to triad
ratio, from 1.8:1 overall to 0.46:1 in the 1996–97 study
interval. Thus enhanced partner interviewing procedures
tended to increase observed connectivity in the smallest
components. Low overall network connectivity and the virtual
absence of cyclic microstructures in large connected compo-
nents support the view that chlamydia infection in Colorado
Springs was probably in a maintenance phase or possibly in a
decline phase during the four year study period. We conclude
that the fragmented, non-cyclic network structure observed
probably reflects low endemic rather than epidemic spread.

Comparison with epidemic network structure
A historical contact tracing dataset recording rapid epidemic
spread of bacterial STD in Colorado Springs was available for
reanalysis. As previously reported,2 3 a group composed of 578
persons, mostly adolescents associated with crack cocaine
street gangs, was involved in an STD outbreak during 1990
and 1991. Of 578 individuals identified, 410 (71%) formed a
single connected component consisting of 218 men and 192
women. In this component, 300 (73%) were examined; 248
were infected with one or more bacterial STD (261 gonococcal,
127 chlamydial, and two early syphilis infections). These data
suggest a hyperendemic STD period prevalence of 130 000
cases per 100 000 population. The dense interconnections in
this group reveal a predominantly cyclic pattern with some
linear connections at individual nodes (fig 4A). Pruning the
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Figure 4 (A) Graph of the largest
component in gang associated STD
outbreak, Colorado Springs,
1989–91 (n = 410). (B) Core of the
largest component in gang
associated STD outbreak, Colorado
Springs, 1989–91 (n = 107).
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How to achieve both privacy and utility?

DATA OWNER ANALYST

Q what is diameter?

Q what is maximum degree?

Q how many 3 cliques?

Q is Alice connected to Bob?X

Allow aggregate statistics
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Query answer perturbation
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• Dwork, McSherry, Nissim, Smith [Dwork, TCC 06] have described an 
answer perturbation mechanism satisfying differential privacy.  

• Comparatively few results for these techniques applied to graphs.
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Pr[ A = x | μ = Q(G) ]
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Calibrating noise

• The following algorithm for answering Q is ε-differentially private:

Q(G) + Noise(ΔQ / ε)
Q

A

ΔQ: Max change in Q, over any two graphs differing by single edge

[Dwork, TCC 06]
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Calibrating noise

• The following algorithm for answering Q is ε-differentially private:

Q(G) + Noise(ΔQ / ε)
Q

true 
answer

sample from 
Laplace distribution

privacy 
parameter

sensitivity of Q

A

ΔQ: Max change in Q, over any two graphs differing by single edge

[Dwork, TCC 06]
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Positive results in differential privacy

• Some common analyses have low sensitivity: contingency tables, 
histograms [Dwork, TCC 06]

• Data mining algorithms implemented using only low sensitivity queries: 
PCA, k-Means, Decision Trees [Blum, PODS 05]

• Learning theory: possible to learn any concept class with polynomial VC 
dimension; half-space queries can be learned efficiently [Blum, STOC 08]

• Many challenges remain...  

• Beyond tabular data 

• Optimal query strategies?
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Accurate degree distribution estimation is possible

• Degree distribution: the frequency of each degree in graph.

• A widely studied property of networks.
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S(G) = [10, 10, ....10, 10, 14, 18,18,18,18]

Using the sort constraint
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• The output of the sorted degree query is not (in general) sorted. 

• We derive a new sequence by computing the closest non-
decreasing sequence: i.e. minimizing L2 distance.
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Experimental results
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• Standard Laplace noise is sufficient but not necessary for differential privacy.

• By using inference, effectively apply a different noise distribution -- more noise 
where it is needed, less otherwise.

• Improvement in accuracy will depend on sequence
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Conclusion

• Possible to accurately estimate degree distributions while providing 
strong guarantees of privacy

• Other findings

• Some network analyses cannot be accurately answered under 
differential privacy (clustering coefficient, motif analysis [Nissim, 

STOC 07] [PODS 09] )

• Apply inference to other queries (e.g. histograms [CoRR 09])

• Future work: generate accurate synthetic networks under differential 
privacy?
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Questions?

• [ICDM 09] M. Hay, C. Li, G. Miklau, and D. Jensen. Accurate estimation of the degree 
distribution of private networks. In International Conference on Data Mining (ICDM), To 
appear, 2009.

• [CoRR 09] M. Hay, V. Rastogi, G. Miklau, and D. Suciu. Boosting the accuracy of 
differentially-private queries through consistency. CoRR, abs/0904.0942, 2009. (under 
review)

• [PODS 09] V. Rastogi, M. Hay, G. Miklau, and D. Suciu. Relationship privacy: Output 
perturbation for queries with joins. In Principles of Database Systems (PODS), 2009.

• [VLDB 08] M. Hay, G. Miklau, D. Jensen, D. Towsley, and P. Weis. Resisting structural 
identification in anonymized social networks. In VLDB Conference, 2008.

Additional details on our work may be found here:

http://www.cs.umass.edu/~mhay/
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