
The Caernarvon Secure Embedded Operating System

David C. Toll
toll@us.ibm.com

Paul A. Karger
karger@watson.ibm.com

Elaine R. Palmer
erpalmer@us.ibm.com

Suzanne K. McIntosh
skranjac@us.ibm.com

Sam Weber
samweber@watson.ibm.com

IBM T. J. Watson Research Center
P. O. Box 704

Yorktown Heights, NY 10598, USA

ABSTRACT
The Caernarvon operating system was developed to demon-
strate that a high assurance system for smart cards was tech-
nically feasible and commercially viable. The entire system
has been designed to be evaluated under the Common Cri-
teria at EAL7, the highest defined level of assurance.

Historically, smart card processors have not supported the
hardware protection features necessary to separate the OS
from the applications, and one application from another.
The Caernarvon OS has taken advantage of the first smart
card processors with such features to be the first smart card
OS to provide this kind of protection. Even when compared
with conventional systems where the hardware protection is
routine, the Caernarvon OS is noteworthy, because of the
EAL7 assurance.

This approach facilitated implementation of a formally
specified, mandatory security policy providing multi–level
security (MLS) suitable for both government agencies and
commercial users. The mandatory security policy requires
effective authentication of its users that is independent of
applications. For this reason, the Caernarvon OS also con-
tains a privacy-preserving, two–way authentication protocol
integrated with the Mandatory Security Policy.

The Caernarvon OS includes a strong cryptographic li-
brary that has been separately certified under the Common
Criteria at EAL5+ for use with other systems. The Caer-
narvon OS implements a secure method for downloading
trusted and untrusted application software and data in the
field, with the assumption that all applications are poten-
tially hostile. While the initial platform for the operating
system was smart cards, the design could also be used in
other embedded devices, such as USB tokens, PDAs, cell
phones, etc.

Categories and Subject Descriptors
C.3 [Special Purpose and Application-Based Systems]:
Smartcards; D.4.6 [Operating Systems]: Security and Pro-
tection—access controls, authentication, cryptographic con-
trols, information flow controls; D.4.7 [Operating Sys-
tems]: Organization and Design—Real-time and embedded
systems

General Terms
Security, Reliability

Keywords
Operating systems, mandatory access controls, embedded
systems, smart cards, mobile phones, PDAs, Common Cri-
teria evaluation

1. INTRODUCTION
The goal of this paper is to describe a high assurance

embedded operating system developed in anticipation of a
market need for secure, multi-application devices running
arbitrary, field-downloadable applications. This paper con-
centrates on the issues arising when implementing such a
system on embedded devices, including smart cards. Other
aspects of the system are described in previous papers [21,
20, 26]. Although the technology is described in the context
of smart cards, it is indeed applicable to other embedded
devices with limited memory.

1.1 Motivation
The Caernarvon1 operating system (OS) was developed as

a result of a request to the IBM Research Division from the
IBM Smart Card Solutions team in Germany to assist in the
development of smart cards that were markedly more secure
than those in existence at the time. It was common for a
card application (such as banking or health) to be carefully
intertwined with a set of OS-like functions, such as a file sys-
tem and support for external communication protocols. The
applications and the support functions together were known
as the card operating system, and were typically written in
hand-tuned assembler.

Because of limitations of the smart card processors in that
era, there was no logical separation of application and OS
software. When an application was executing, it had full
control of the processor and unrestricted access to all per-
sistent storage (the on-card file system) and memory. Errant
applications inadvertently modified data intended to be un-
der the exclusive control of the OS or other applications.
Negative side-effects from this lack of separation wreaked
havoc with applications, triggering the need for software
corrections. Unfortunately, the software was written into
Read-Only Memory (ROM), and could not be patched post-
issuance.

Techniques emerged to deal with these problems, which
are still in use today. The problem of patching the system

1Caernarvon is arguably the most magnificent of the castles
built in North Wales at the end of the thirteenth century.
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was addressed by having the OS jump to reserved, post-
issuance, writable patch areas. Security concerns limit the
use of this technique. Another technique which is still in
common use today is to use a software interpreter to protect
the OS from the applications and the applications from each
other. While an interpreter-based approach mitigates some
of the problems, it exposes others, such as the limited ability
of the tiny on-card processor to carry out run-time security
enforcement, and the lack of security and integrity of off-
card development tool suites and their environments.

Historically, smart card processors have not supported
the memory protection and user/supervisor states needed
to support the OS in enforcing a strong security policy, even
when executing native (machine) code and an arbitrary mix
of untrusted applications. When the first smart card chip
became available with such features (the Philips2 SmartXA,
later updated to the SmartXA2), we proposed building a
high-assurance operating system to take advantage of those
features. Now such features are available on a few other
smart card chips, and Caernarvon could be ported to any
chip which supports them. Features such as secure field
downloading of applications, strong privacy-preserving au-
thentication, and controlled sharing of data across applica-
tions were incorporated to meet the security requirements of
the emerging multi-application embedded devices market.

1.2 Project Goals
Our goal of developing a high-assurance operating system

for an embedded device, in our case, a smart card, required
us to invent a security policy with sufficient features to com-
pete in the open market. This policy was proven internally
consistent, and our design and implementation reflected this
policy. Additionally, we followed a rigorous development
methodology, as mandated by the highest level Common
Criteria evaluation level, known as EAL7.

The Caernarvon project objectives included the following
key items:

• To use the preferred hardware–based approach for high
assurance in which security features present in the hard-
ware architecture are marshaled to implement a for-
mally specified, proven correct, Mandatory Security
Policy that provides the MLS capability suitable for
multiple government agencies, including those resposi-
ble for national defense.

• To guarantee isolation of data belonging to different
organizations and also facilitate controlled sharing of
data between organizations, through hardware–based
security,

• To provide built–in cryptographic functions that can
be proven correct.

• To provide a privacy–preserving, two–way authentica-
tion protocol integrated with the Mandatory Security
Policy.

• To devise a secure method for downloading untrusted
code in the field—with the assumption that all appli-
cations are potentially hostile.

• To successfully complete a Common Criteria evalua-
tion at assurance level 7

2Philips Semiconductors is now the NXP Corporation.

• To support both native and interpreted applications.

• To host applications including HSPD–12 [7], electronic
passports, and proposed electronic visas.

• To obey the following platform–specific constraints:

– To comply with the ISO 7816 standard.

– To comply with smart card power limitations.

– To have sufficient transaction speed for our antic-
ipated applications.

1.3 Organization of This Paper
One goal permeated every activity—completing a Com-

mon Criteria evaluation at the very highest assurance level.
Thus, a discussion of Common Criteria is helpful in under-
standing some of our decisions. A detailed description of
the OS architecture follows. The Common Criteria influ-
ence appears again in a brief discussion of the extraordinary
documentation and testing tasks we encountered. Finally,
we close with a brief discussion of the impact of the work
and its current status.

2. COMMON CRITERIA EVALUATION
The Common Criteria[12] is an ISO standard (ISO 15408:

2005) for evaluation of the security aspects of a computer
system. It evolved from earlier evaluation criteria, includ-
ing the US Trusted Computer System Evaluation Crite-
ria (TCSEC) [13], and the European Information Technol-
ogy Security Evaluation Criteria (ITSEC) [17]. The Com-
mon Criteria requires an independent third party evaluation
of the product, examining both the security functional re-
quirements and the evidence, dependent upon the assurance
level, that the functional requirements are actually correctly
implemented. The evaluation assurance levels (EAL) are
measured from EAL1 (very low) to EAL7 (highest). Typi-
cal commercially available operating systems have received
Common Criteria certificates at EAL4. Levels EAL6 and
EAL7 are often called the high assurance levels, because sys-
tems evaluated at those levels under the Common Criteria
(or equivalent levels under the TCSEC or ITSEC) are the
only systems that have been shown to be generally resistant
against sophisticated penetration attacks. These attacks are
currently commonplace, but used to be considered only the
concern of the military [9, p. 7–19], and include such prob-
lems as buffer overflows, incomplete argument validation,
spyware, Trojan horses, and root kits. High assurance is
specifically designed to address these problems.

To pass an EAL7 evaluation, the Common Criteria re-
quires the strongest software engineering techniques known.
These techniques include a formal security policy model, a
full system design with a formal high–level design specifi-
cation, and a formal proof of correspondence between the
security policy model and the high–level design specifica-
tion. It also requires a specification of all internal functions
in a semi–formal low level design with a demonstration of
correspondence between the high–level design, the low–level
design, and the actual software code. The development cy-
cle must include intensive design and code reviews and full
configuration control. There must be comprehensive test-
ing, including code coverage analysis that every path has
been exercised, and that no dead code exists. Finally, there
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must be an extensive vulnerability analysis for possible secu-
rity loopholes, as well as a search for covert communications
channels.

3. SYSTEM ARCHITECTURE
The Caernarvon kernel is monolithic and runs in supervi-

sor state. The complete OS structure is shown in Figure 1.
The other items in the figure are applications, all of which

Figure 1: High Level Structure of Caernarvon

run in user mode. The kernel is protected from the applica-
tions, and the applications are protected from one another,
by hardware protection features as described in Section 1.1.
While this approach is standard in conventional operating
systems, it is not common for smart card operating systems.

The dotted line that includes the Caernarvon Kernel and
the mandatory Administrative Application (see section 3.5)
indicates that these two components are those parts of Caer-
narvon that must be evaluated together under the Common
Criteria. The other items need not be evaluated as part of
Caernarvon, and they may or may not have their own Com-
mon Criteria evaluations. The ISO 7816 application is a
system utility; no other “built–in” applications are currently
planned. Figure 1 also shows how a Java Card3 applet could
be run under Caernarvon—the Java Card virtual machine is
run as an application which executes the Java Card applets.

In theory, the Caernarvon kernel is capable of running
multiple concurrent applications—much of the system de-
sign specifically allows for this. However, in practice, there
is insufficient Random Access Memory (RAM) available in
a smart card to store multiple stacks, data areas, crypto
buffers, etc., and hence the current version of Caernarvon is
limited to running just one application at a time.

Even though the Caernarvon kernel is monolithic, it is
internally structured in layers as required by the Common
Criteria and as originally proposed by Dijkstra [14], with
defined interfaces between them. Many of these layers are
shown in Figure 2. A component may call only those compo-
nents in its own layer or in layers beneath it, calls to higher
layers are not permitted.

3.1 Mandatory Security Policy
The Caernarvon kernel implements a mandatory security

policy that is based on the Bell and LaPadula secrecy model
[4], and a modified Biba integrity model [5]. This security

3Java Card is a trademark of Sun Microsystems, Inc.

Figure 2: Caernarvon Component Layers

model applies to application download (in particular, after
card issuance), the selection of the application program to
run, and to file access (inter–application information sharing
and exchange).

Access to files is permitted according to rules based on the
comparison of access classes. An access class in Caernarvon
is more correctly called a Universal Access Class (UAC);
each UAC is comprised of one or more Organizational Ac-
cess Classes (OACs). UACs and OACs come in two types,
namely secrecy and integrity. The secrecy and integrity ac-
cess classes are independent of each other. Examples of how
secrecy and integrity access classes can be used can be found
in [21, Section 4].

An OAC consists of a type field (indicating whether this
is a secrecy OAC or an integrity OAC), an organizational
identifier (OID), a sensitivity level, and an optional set of
categories. The OID is similar to the organization identifier
issued for Application IDs according to ISO 7816-5 [67]. In
the case of secrecy OACs, the assignment and meaning of
the sensitivity level and categories in the OACs for a given
organization are completely controlled by that organization.
Therefore, there can be no collision between categories with
the same value chosen by other organizations because OIDs
are unique. Categories correspond to internal groups, de-
partments or other classifications chosen by the organiza-
tion. The organization may alternatively regard the cate-
gories as a formalized “need to know” list.

Integrity OACs also have levels, which may be an inte-
ger in the range 0-7 inclusive. The value 0 means “normal”
or “low” integrity. The values 1-7 indicate a higher level
of integrity, and are assigned only to items that have been
evaluated under the Common Criteria, and the OAC level
then is the EAL level of the evaluation. Caernarvon allows
for categories being present in integrity OACs, but currently
such categories are not used for anything.

There are well–defined rules for the comparison of the ac-
cess classes; these rules, together with a full description of
the Caernarvon mandatory security policy, are in [21]. The
Caernarvon mandatory security policy was formally spec-
ified and proven consistent [25] in a joint effort with the
University of Augsberg and DFKI (the German Research
Center for Artificial Intelligence).
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3.2 Downloaded Applications
The Caernarvon operating system permits applications to

be downloaded at any time, subject to optional approval re-
quirements that can be imposed by the card issuer. Most
applications are assumed to be untrusted and do not re-
quire any Common Criteria evaluation. The mandatory se-
curity policy does permit downloading of high–integrity ap-
plications that may perform limited downgrading of secrecy
and/or upgrading of integrity. Such high–integrity applica-
tions must be Common Criteria evaluated and must be dig-
itally signed by the Common Criteria certifying body, as de-
scribed in [21, Section 3]. These high–integrity applications
can work in conjunction with untrusted applications, so that
the total amount of applications code requiring Common
Criteria evaluation can be minimized. Furthermore, each of
these trusted applications can be independently evaluated,
as their security depends only on the underlying Caernarvon
operating system.

3.3 Authentication
The mandatory security policy requires that the operat-

ing system perform an effective authentication of its users
(in this case, the outside world) before allowing access to ob-
jects under the operating system’s control. The Caernarvon
authentication is application independent, and is enforced
by the system kernel; it incorporates four mechanisms per-
formed between the Caernarvon system in the smart card
and the smart card reader:

• a device verifies the existence of a certified secret key
on the other party

• the devices negotiate or exchange information to es-
tablish a common session (symmetric encryption) key
for subsequent operations

• the devices negotiate or exchange information to estab-
lish a common access class for subsequent operations

• the authentication is mutual, that is it is two-way, and
binds all of the above elements

The authentication protocol is based on IKE [16], which is
one of the family of SIGMA protocols [23] that have been
mathematically verified [8]. The authentication protocol
uses a two-way Diffie-Hellman key exchange scheme in order
to create a symmetric session key for the current session. Ac-
cess class selection for the new session is performed as part
of a two-way public key certificate verification—the access
class selected here controls which files may be accessed in
the current session. This protocol also is privacy-preserving,
that is, it does not expose the identity of the card holder
until it has been determined that the smart card reader is
authorized to know the holder’s identity.

This authentication protocol is described in [26]; it was
submitted to the ESIGN-K working group that is designing
a specification for the European signature application on
Smart Cards, was published as a CEN standard [2] and is
being further revised by CEN [3] prior to submission to ISO.

3.4 Data Storage Components
The data file storage facilities within the Caernarvon sys-

tem are provided by two system components:

• The File System component provides a logical file struc-
ture in blocks of persistent storage.

• The Persistent Storage Manager (PSM) manages the
physical blocks of persistent storage.

3.4.1 File System
The Caernarvon logical file system is as specified in ISO

7816-4 [19]. That is, the file system is tree–structured, with
a single Master File (MF, the root directory), plus Dedicated
Files (DFs, directories) and Elementary Files (EFs, termi-
nal files). Files (both DFs and EFs) do not have text names,
but instead have 16-bit numerical identifiers. Certain of the
possible identifiers are reserved, for example the MF has the
identifier 0x3F00.

It is interesting that the ISO 7816-4 file system is very
similar to the file system of the MITRE PDP–11/45 secu-
rity kernel [27] that was the world’s first high-assurance sys-
tem. The MITRE kernel also had only numerical identifiers,
rather than text names. Smart cards avoid the text names
to save space. The MITRE kernel did it for simplicity, since
text names are usually variable length data structures. This
similarity first convinced us that developing the Caernarvon
operating system would be technically feasible.

While ISO 7816-4 specifies the external appearance of the
file system, it does not dictate its internal implementation.
ISO 7816 also specifies commands to be used from outside
the smart card to access files within the card; however, ISO
7816 does not require or limit any internal Application Pro-
gram Interfaces (APIs) provided by the file system within
the card. Unlike most smart card systems, the Caernar-
von kernel does not itself implement any of the commands
coming from outside the card for file access; rather, such
commands are passed to the currently selected application
(see section 3.7). The operating system provides Supervi-
sor Calls (SVCs) such as open, close, read, write, seek, tell,
create and delete to enable the application to perform file
operations. Files may also be created as mappable; such files
can be mapped into the application’s virtual address space
and then can be read directly without the program having
to issue read SVCs.

The files are stored in persistent memory objects that are
managed by the PSM—see Section 3.4.2. Each file (DF or
EF) has a header and data area. In many cases these two
areas are contiguous and are held in a single memory object.
However, if the file is to be mappable into virtual storage,
(which includes all executable programs), the file header
cannot be accessible by the user mode program; hence in
these cases, the file header and the file data area are in sep-
arate memory objects. Further, the size and alignment of
the data area of a mappable file must be appropriate for the
memory management unit of the processor.

In a conventional operating system, a directory contains a
pointer to each of its children. Caernarvon does not do this,
but instead each child has a pointer to its containing direc-
tory. This saves storage space, avoids any possible problems
of maintaining consistency in DF file pointers and removes
the need to manage a variable length list of children. Such a
design has the consequence that file searches require examin-
ing many or all of the file headers present in the smart card;
this is of little consequence when the file system consists of
only a few files in a small (e.g. 64K byte) persistent storage.
However, this algorithm does not scale to large hard drives.

Each DF (and hence all the EFs within it) has an asso-
ciated mandatory security policy access class, and the File
System calls the Access Class manager (see section 3.5) to
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verify, on each file open request, that it is permitted to ac-
cess the file with the currently authenticated access class.
There are facilities to change the current access class of a
DF (and all the files within it). This may have the result
that access to a currently open file is no longer valid: in this
case, immediate revocation is implemented to remove access
to the open file(s) in order to avoid possible covert channels.

A DF may also have an associated quota, which prevents
one application from exhausting all available memory, thus
avoiding denial of service attacks and covert channels. The
file system “charges” all space occupied by the DF and all
EFs within it to this quota, and enforces the quota limit. If
a DF does not have a quota of its own, the space is charged
against the quota of the next highest DF in the file tree that
does has its own quota. This quota mechanism is based on
the Multics quota mechanism [28, section 3.7.3.1].

3.4.2 Persistent Storage Manager - PSM
As previously stated, the PSM provides for the persistent

storage of Memory Objects. The PSM primarily supports
the File System, but also supports the Access Class Manager
and the Key Management System. The persistent storage
medium in smart cards is frequently EEPROM, but it may
also be FLASH memory. In general, the available EEPROM
memory size is small, typically 128K bytes or less in current
smart card processors.

Each memory object is created with the size specified by
the requester; there may also be alignment requirements,
for example for the processor’s Memory Management Unit
(MMU) for memory objects that are to be mapped into vir-
tual address space. The PSM creates each object as a single
contiguous area of storage, moving other objects if neces-
sary, and returns a memory object ID to the caller. Mem-
ory objects are referred to by these IDs, not by the address,
which would change if the object moved. Additional control
information is required for each memory object. This infor-
mation is held in a separate area of memory for compact
storage and for protection from unauthorized access when
the memory object itself is being accessed.

Smart cards have a potentially serious problem in that the
power to the device can be removed at any instant simply by
withdrawing the card from the card reader. On other em-
bedded devices, battery removal or exhaustion could cause
similar difficulties. Further, writing (programming) EE-
PROM or FLASH memory can take several milliseconds per
operation, and a PSM request may require multiple memory
write operations to complete. Thus it is very easy for the
holder of the card to inadvertently interrupt a PSM opera-
tion, which could potentially leave the card in an invalid or
corrupted state.

Consequently, it is imperative that all PSM requests be
atomic—that is, each operation is either completely exe-
cuted (all of the necessary memory write operations are suc-
cessfully performed), or it is not executed at all. To this end,
the PSM implements sophisticated algorithms using a back-
trace buffer, where, for each step of an operation, the old
contents of memory are saved before they are overwritten.
Then, if the PSM request was not successfully completed,
when the smart card is next powered up, the PSM can use
the contents of the back-trace buffer to undo every stage of
the operation, in reverse order. Each entry in the back trace
buffer cannot be removed until that step of the operation is
known to have been successfully undone.

Another problem with electronic persistent memory (EE-
PROM and/or FLASH) is that only a limited number of
write cycles can be performed on any individual memory
cell before the cell starts to wear and fail. Hence the PSM
maintains checksums on its control blocks and all memory
objects, and can then verify the validity of the data on ac-
cesses to the memory object. If errors start to occur, the
PSM can attempt to recover the data, move it elsewhere,
and mark that block of memory as defective. In addition,
every write to persistent memory is verified—that is, after
each memory write, the data that is now in persistent mem-
ory is compared to the input data to ensure that it is correct.

3.5 AC manager and Admin Application
The Access Class manager and the Administrative Appli-

cation enforce and administer the mandatory security policy
(see section 3.1). The Access Class manager is divided into
two system components:

• Access class functions—these functions perform access
class comparison and determine if access is permitted
to an item (file, etc.). These functions depend on the
system authentication functions. (see section 3.3)

• Access class SVC functions—these functions implement
certain special system calls that are restricted to the
Admin Application and are used for the administration
(creation, deletion, etc.) of access classes.

A full description of these various protocols is beyond the
scope and page limitations of this paper, and will be the
subject of a future paper.

3.6 Cryptographic Services
Embedded devices, such as smart cards, are frequently

required to perform cryptographic operations; various stan-
dards specify cryptographic requirements, for example those
for electronic passports, HSPD–12, or for online financial
transactions. To meet these requirements, a smart card sys-
tem must implement appropriate cryptographic facilities.

Smart cards in general, and their cryptographic features
in particular, may be subject to attack, in particular side
channel attacks [22, 1]. Defenses have been developed, both
in the processor cryptographic hardware and in the crypto
functions in software, to significantly mitigate these prob-
lems. However, for these defenses to work effectively, they
must be used correctly. The Caernarvon system is designed
to be high assurance, which implies that its crypto code
must be carefully developed and tested to prevent infor-
mation leakage. However, Caernarvon can run untrusted,
unevaluated applications written by anyone, and if such ap-
plications perform cryptographic operations, the operating
system has no guarantee that this code will not compromise
the security of the cryptographic keys. To be trustworthy,
the application crypto code would need to be evaluated un-
der the Common Criteria, which is an expensive process. In
addition to the financial penalty, unnecessary duplication of
crypto code would squander critical memory resources.

The Caernarvon system, for the reasons stated above, in-
cludes full cryptographic facilities for applications which the
application writers can depend upon to be secure. Further,
to avoid key exposure, Caernarvon implements secure key
storage, whereby keys can be securely loaded into the card
and used within the system without the key ever being vis-
ible to the application.
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Caernarvon currently supports DES and triple-DES, RSA
up to 2048 bits, DSA and SHA–1. There are also random
number generator facilities. Some Common Criteria certifi-
cation agencies have objections [15] to pure hardware RNGs,
on the grounds that they degrade with age. Hence Caernar-
von does not depend on the hardware RNG, but instead has
defined a new hybrid RNG algorithm [10].

3.7 Communications—the APDU Dispatcher
The communications channel of smart cards is defined by

ISO 7816-3 [18]. This standard also defines the communica-
tions protocols (named T=0 and T=1) to be used. Smart
cards may also provide a contactless (radio) interface, either
instead of or in addition to the contact interface. However,
the Caernarvon system currently supports only the contact
interface, as the underlying chip does not support contact-
less. If Caernarvon were used in other embedded devices,
additional communication protocols would be necessary.

When the smart card is first powered (by inserting the
card into the reader), it sends the “Answer to Reset” to the
reader; subsequently the card waits for commands sent from
the reader. These commands from the reader, and the re-
sponses from the card, are called Application Protocol Data
Units (APDUs). Each command APDU from the reader
consists of a header, which includes bytes that specify the
command plus an optional data part. Many APDUs are
defined in ISO 7816; it is also permissible for a smart card
system or application to define its own proprietary APDUs.

The Caernarvon system receives all incoming APDUs into
the APDU dispatcher, which examines the APDU header to
determine the command to be executed and hence deter-
mine to whom it should be routed. In order to provide the
equivalent of a secure login that you might find in a conven-
tional operating system, the Caernarvon system implements
and responds to certain of the APDUs, notably those for
authentication at the start of a new session (immediately
following power–up). The APDU dispatcher also traps the
SELECT command which is defined in ISO 7816-4 [19] to
start a new application, and (assuming the specified pro-
gram file is valid under the rules of the mandatory security
policy), causes the specified program to be run. This is the
equivalent of starting the command interpreter or shell of a
conventional operating systems. It is up to the program to
issue the response to the SELECT APDU. Subsequent in-
coming APDUs are passed to the application program, and
the program implements the APDU and responds to it. If
a SELECT APDU is received while an application is run-
ning, then the current application is notified that it is being
terminated. Once that program terminates, the new appli-
cation is started. Thus, the SELECT APDU constitutes
the equivalent of a trusted path or secure attention key in a
conventional operating system.

4. DOCUMENTATION
The Caernarvon operating system was designed from the

start to be evaluated under the Common Criteria [12] at
EAL7, the current highest level of assurance. This requires
that the system have comprehensive documentation—this
documentation has been written and maintained from the
very start of the project.

The documentation for Caernarvon can be regarded as
falling into a number of categories, including the system
specification, system internals documentation, test system

documentation (see Section 5), and development tool doc-
umentation. Large portions of the internals documentation
and test generation is actually embedded in comments in
the source code and test scripts. One of the development
tools is a program that extracts the documentation from
the source code and produces the necessary Common Crite-
ria documentation in book form.

Meeting the strict documentation standards of the Com-
mon Criteria proved very helpful to us. ISO 7816–4 [19] has
ambiguities that all implementations have had to resolve.
However, other implementations have not clearly and openly
documented how those ambiguities were resolved, leading
to interoperability problems between different readers and
smart cards. The strict documentation requirements forced
us to identify these ambiguities early and to clearly docu-
ment exactly how we chose to resolve them. This will help
end users at least understand where the problem areas lie
and how they were resolved in the Caernarvon OS.

5. TESTING
Part 3 of the Common Criteria [12] has requirements for

extensive testing of the target of evaluation, particularly
when the target is to be evaluated at a very high level. As
a result, our tests need to be far more extensive than is
common practice. There are very limited tools available for
smart card platforms. Therefore, we have had to develop
tools to replace those that are today readily available on
standard development platforms.

To this end, we have developed a comprehensive test sys-
tem, written in Ruby, that runs sequences of tests against
the system. The test system executes on an external com-
puter and communicates with Caernarvon (running in a
smart card emulator) over the normal smart card communi-
cations line. This way almost all of the required intelligence
required for the tests is outside the system under test. The
test suite generates sequences of commands which are sent
to a special test application that runs in the Caernarvon
system under test. The test application executes each of
these commands, and returns the appropriate data and/or
status information. These test commands may, for exam-
ple, require a test of an external API of the system with
the parameters detailed in the command; many of the tests
specify parameters that are invalid in some way, to verify
that the system correctly traps the error cases. There are
also facilities to test internal functions of the Caernarvon
system.

Full testing of such a system requires running many thou-
sands of tests, and it is necessary to verify that each test
completes as expected, that is, the test succeeds and per-
forms some action, or fails with the expected error indica-
tion. It is an extremely time consuming and error prone
proposition to expect someone to check that all of the tests
gave the anticipated results. Hence all of the tests are self
checking, that is, each of the test scripts knows its expected
result, and calls a Ruby method to check that the returned
data (if any) and status match the explicitly indicated ex-
pected results.

6. CAERNARVON PROJECT INFLUENCE
Through the Caernarvon project, IBM Research has had

significant external impact in the areas of cryptography,
mandatory security policy, and authentication.

37



The Caernarvon cryptographic library implementation has
completed the Common Criteria evaluation process and has
earned EAL5+ certification. This cryptographic library has
been made available to the community of developers imple-
menting software for the SmartXA2 processor.

The Caernarvon mandatory security policy has been in-
corporated into the design of System S [29]—a high through-
put, large–scale, distributed stream processing system used
for analyzing voluminous amounts of unstructured data such
as audio, video and data feeds, sensor output, and news re-
ports. In particular the System Fuzzy Multi–Level security
model [11] is directly based on Caernarvon.

The Caernarvon mandatory security policy also forms the
basis of the Simple Linux Integrity Module (SLIM) that
implements a low–watermark integrity policy for a Trusted
Linux Client [24].

Finally, the Caernarvon privacy-preserving authentication
protocol [26] protects the identity of the smart card holder
from being divulged to an untrusted party (card reader).
This protocol has been adopted by CEN as discussed in Sec-
tion 3.3.

7. PROJECT STATUS AND FUTURE
Much of the Caernarvon OS has been implemented and

tested on a smart card hardware emulator. The OS con-
sists of approximately 33,000 executable C statements and
14,600 assembler statements. In addition to the executable
statements, the source code includes approximately twice as
many lines of comments, both in C and in assembler. The
Ruby tests, test framework, and the OS and test documenta-
tion, when printed and stacked, could conceal a small child.
We have developed a working demonstration of an electronic
visa application, which allows friendly countries to read bio-
metric data from and write entry/exit time stamps on each
other’s passports. Unfriendly countries can read only the
public data, and cannot write anything. All countries (in-
cluding the passport–issuing country) can be prevented from
over–writing data from other countries.

The Caernarvon operating system was developed to dem-
onstrate that a high assurance operating system for smart
cards was technically feasible and commercially viable. The
technical feasibility was partially demonstrated through the
completion of the initial implementation of the operating
system and a successful evaluation of a portion of the system
at EAL5+. The commercial viability is still undetermined,
because the complete OS has not been released as a product.
However, explicit requirements for the features and security
provided by the Caernarvon OS have been described in ap-
plications such as electronic visas and the next generation of
SIM cards for mobile phones. The next generation of mobile
phones are expected to run multiple simultaneous financial
applications as well as video applications that are likely to
require strong digital rights management and security isola-
tion. This paper [6] is one of many discussing the needs of
these next generation SIM cards.

Future work will continue to address applications of this
technology as described in Section 6.
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